Although it is recognized that weapons of mass destruction that can be used against our military and civilian populations include chemical, biological, radiological, and nuclear (CBRN) agents, this overview is limited primarily to chemical and biological (CB) agents. The issues of CB terrorism are discussed in terms of When, What, How, and Who. The US Army has been providing chemical and biological solutions since 1917, and has since 1996 applied these solutions to homeland defense and domestic preparedness. The use of chemical and biological agents as terrorist weapons both in the United States and elsewhere in the world is reviewed. The CB threat spectrum is presented, as is the further categorization of biological threat agents by the Centers for Disease Control and Prevention (CDC). In addition, the CB agents considered to be a potential threat to our water supply are also presented. These are agents that are water soluble, stable, and resistant to water treatment and/or disinfection. The overview concludes with the chronological accomplishments of ECBC since 1917.
eradicate terrorism globally. This overview on issues in chemical and biological terrorism is part of a timely symposium held at the 23rd Annual Meeting of the American College of Toxicology in November 2002. In addition to this overview, the other presentations at this symposium were as follows: Residues from the World Trade Center Disaster in Lower Manhattan and Potential Human Exposures, presented by Dr. P. J. Lioy; Mechanisms of Chemical Warfare Agent Toxicity and Reference Doses, presented by Dr. Robert Snyder; Acute Exposure Guideline Levels for Chemical Warfare Agents, presented by Dr. George Rusch; The Anthrax Crisis in New Jersey, presented by Dr. Brian Buckley; and Biological Weapons: The Agents, Their Diseases and the Threats, presented by Dr. Nancy Connell. Although we recognize that the weapons of mass destruction (WMD) that can be used against our military and civilian populations can include chemical, biological, radiological, and nuclear (CBRN) agents, the overview will be limited primarily to chemical and biological agents. In addition to chemical and biological warfare agents (CBWAs), toxic industrial chemicals (TICs) and toxic industrial materials (TIMs), which include both TICs and replicating biological agents, can also be used as a more likely choice by terrorists (Jakucs 2003) . The overview of issues described in this presentation, as well as how these issues are being addressed were included under the following headings, WHEN, WHAT, WHERE, HOW, and WHO.
WHEN
The US Army Edgewood Chemical Biological Center (ECBC) and its predecessor organizations have been providing chemical and biological solutions to the war fighter for 85 years. Many of these solutions can be considered as dual use and applied to the civilian sector. In 1996, ECBC added protecting the US homeland to its mission. Since that time, ECBC has trained over 28,000 first responders in 105 communities across the country as part of Congress' Domestic Preparedness Program (Coale 2002) . Most of us working in chemical and biological defense have always anticipated terrorist acts against Americans both in the United States and elsewhere in the world. In 1998, Secretary of Defense William Cohen verbalized this when he stated, "bioterrorism is a matter of not if, but when." We were again cautioned on February 13, 2001, when President Bush, in an address at the Norfolk Naval Air Station in Norfolk, Virginia, stated, "the grave threat from nuclear, biological, and chemical weapons has not gone away with the Cold War. It has evolved into many separate threats, some of them harder to see and harder to answer. And the adversaries seeking these tools of terror are less predictable, more diverse." Further, following the horrendous physical and deadly acts of September 11, 2001, and the subsequent dissemination of anthrax spores in the mail in the United States, Secretary of Defense Donald Rumsfield testified at the Defense Subcommittee of the Senate Appropriations Committee on May 21, 2002. He stated, "We do face additional terrorists threats. And the issue is not if, but when and where and how. And we need to face that."
WHAT
The FBI defines terrorism as the unlawful use of force or violence against persons or property to intimidate or coerce a government, civilian population, or any segment thereof, in furtherance of political or social objectives (Federal Bureau of Investigation [FBI] 2003). Ashford et al. (2003) defined bioterrorism as the international use of microorganisms or toxins derived from living organisms to cause death or disease in humans, animals, or plants on which we depend. The threats to consider are those that can be used against civilian and military populations as well as the infrastructure. These include chemical, biological, radiological, nuclear, physical, cyber, and combinations of these. It has been reported that at the first World Trade Center bombing in New York City in 1993, sodium cyanide was in the bomb and had burned in the heat of the explosion. It was speculated that, had it vaporized, the cyanide gas would have been dispersed into the North Tower and all in the Tower would have been killed, whereas only six people died (Mylroie 1994; 1995/96; Phillips 1994) . More recently, it was reported by Hammer (2002) that a Palestinian homicide bomber sprinkled an anticoagulant rat poison among the nuts and bolts of his bomb that he exploded in a bus in Jerusalem. Among the survivors, a 14-year-old girl was bleeding uncontrollably from every one of her puncture wounds. Using a coagulant drug eventually stopped the young victim's bleeding. The poisonous anthrax letter campaign following the catastrophic attacks of September 11, 2001, is also not novel. It has been reported that anthrax was used as a weapon by the Czech resistance in World War II against the German occupiers by spreading spores on envelopes (Biowar Timeline 2001). Letters containing anthrax spores were received in Senator Daschle's office in the US Hart Senate building and elsewhere in the United States. The Centers for Disease Control and Prevention (CDC) confirmed that five of the people exposed died of inhalation anthrax, six others contracted inhalation anthrax, and seven contracted cutaneous anthrax (Arizona Star 2001; Boston.com 2001) . In 1993, the Aum Shinrikyo, a Japanese religious doomsday sect, cultured anthrax and sprayed it from a rooftop for 24 hours in a Tokyo suburb. Although there were complaints about the smell, none of the neighbors reported any anthrax symptoms. It was reported that the anthrax was of the Sterne strain used in animal vaccines, which lacks the DNA fragment necessary to cause disease (Nartker 2003; Kaplan and Marshall 1996) . This same group, the Aum Shinrikyo, used the chemical warfare agent sarin against civilians in Japan. On June 27, 1994, the group targeted a dormitory in Matsumoto where three of the judges who ruled against them in a land deal trial lived. The group attempted to deliver the deadly sarin gas in the open. The chemical reaction went wrong and the wind changed direction. The three judges survived, but became ill. Seven victims in the neighborhood died that evening and over 200 were injured. Aum Shinrikyo's next attempt was to disseminate the sarin gas in a closed system. They chose the subway system in Japan on March 20, 1995, where five trains would meet at 8:15 AM. Members pierced plastic bags containing 30% sarin with sharp tipped umbrellas and let the sarin evaporate into a lethal gas. Eleven passengers were killed and over 5500 were injured (Ohbu and Yamashina 1997) . Of these, over 4000 were considered primarily the worried well.
Back in 1982, it is believed that for the first time, chemical terrorism found its way into homes in the United States (Cooke 2002) . Seven relatively young people in the Chicago, Illinois, area collapsed suddenly and died after taking Tylenol capsules that had been laced with 65 to 100 mg cyanide per capsule. The lethal dose for cyanide is approximately 0.5 to 1.0 mg/kg or about 70 mg for an adult person (Cai 1998) . These were the first victims to die from product tampering. The police believed that the murderer bought or stole the products from the stores, tampered with them, and returned them to the stores. The police speculated that the terrorist could have had a grudge against the producers of Tylenol, society in general, or even the stores where the tainted products were found, or he may have lived in the areas of these stores. The perpetrator was never apprehended even though Johnson and Johnson, maker of the capsules, offered a $100,000 reward (Kowalski 1997) . As a result of these events, in 1983, Congress passed the Federal Anti-Tampering Act. This legislation made it a federal crime to tamper with food, drugs, cosmetics, and other consumer products. In addition, many manufacturers have made their products tamper resistant (Fearful 2003) . Copycat tampering followed with Lipton Cup a Soup in 1986, Excedrin in 1986, Tylenol again in 1986, Sudafed in 1991, and Goodies Headache Powder in 1992, resulting in deaths. Sporadic tamperings have continued in the Chicago vicinity, Detroit, and Tennessee (Kowalski 1997) . Chemical and biological threats not only can contaminate our air, but also our water, food, and infrastructure. Our nation is now fully dependent upon cyber systems (computers or networking) for the functioning of the government, economy, and critical functions such as transportation, electric and gas power, manufacturing, and communications, yet all of our networks remain vulnerable to relatively simple cyber attacks (Cyber 2001; Clarke 2003) .
Examples of biological terrorism include the following. In 1972, a fascist group, the Order of the Rising Sun, was caught with 80 pounds of typhoid bacteria cultures. Their plans were to poison the water supplies in major midwestern cities in the United States (Office of Technical Assessment [OTA] 1992; Kaplan and Marshall 1996) . In Paris in 1980, a German Red Army safe house was raided where the Baader-Meinhof gang of Germany was discovered to have Clostridium botulinum cultures along with publications on bacterial infections. Their plans were to poison the water supplies in 20 German towns, if radical lawyers would not be permitted to defend an imprisoned comrade. Another incident occurred in the United States in 1984. An Indian Guru, Bhagwan Shree Rajneesh, poisoned local salad bars in Antelope, Oregon, where 715 residents came down with Salmonella poisoning. This was done to influence the outcome of a local election (OTA 1992; Kaplan and Marshall 1996) . On April 24, 1997, a Petri dish labeled "anthrachs" arrived in a package mailed to the offices of B'Nai Brith in Washington, DC. The dish contained a red gelatinous material, which, 9 hours later was determined to be harmless. This was the nations first major anthrax hoax, but not the last. The following year, reports of anthrax hoaxes were surpassing the phoned-in bomb threats (Rothstein 1999; Kristof 2002) .
A generic chemical and biological warfare agent threat spectrum is presented in Table 1 . This table lists the clearly chemical, clearly biological, as well as the mid-spectrum agents. In addition to these agents of military interest, we now also include TICs and TIMs. The classical chemical agents include chemical warfare agents (blood, vesicant, choking, nerve, psychological incapacitants, and riot control). The emerging chemicals that are protection defeating and physical incapacitants as well as the nontraditional agents (NTAs) are considered mid-spectrum agents. The clearly biological agents include the pathogens (bacteria, viruses, rickettsia, genetically engineered microorganisms), whereas the mid-spectrum biological agents include toxins and bioregulators or physiologically active compounds (PACs). The potential types of novel or engineered agents include engineering microorganisms for enhanced aerosol and environmental stability; converting benign organisms to produce toxin or venom subfractions or endogenous bioregulators, or to immunologically alter microorganisms to defeat standard Algal Toxic industrial chemicals -------Mid-spectrum------------detection, identification, and diagnostic methods, or to cause microorganisms to become resistant to antibiotics, standard vaccines, and therapeutics. Combinations of these can be used with improved delivery systems. The biological threat agents have been further categorized by the CDC into A, B, and C (CDC 2002) . Although these are considered inhalation threats, they can also contaminate buildings and crops. Those that are soluble, stable, and resistant to water treatment and disinfections can be considered a threat to our water supply. Category A includes organisms that pose a risk to national security because they can be easily disseminated or transmitted from person to person and result in high mortality rates. These agents have the potential for major public health impact and might cause public panic and social disruption. In addition, these agents require special action for public health preparedness. The category A biological diseases and agents include anthrax (Bacillus anthracis); botulism (Clostridium botulinum toxin); plague (Yersinia pestis); smallpox (variola major); tularemia (Francisella tularensis); viral hemorrhagic fevers (filoviruses [e.g., Ebola, Marburg] and arenaviruses [e.g., Lassa, Machupo]). Category B includes organisms that are secondpriority agents that are moderately easy to disseminate and result in moderate morbidity and low mortality rates. These agents require specific enhancement of CDC's diagnostic capacity and enhanced disease surveillance. These diseases and agents include brucellosis (Brucella species); epsilon toxin of Clostridium perfringens; food safety threats (Salmonella species, Escherichia coli 0157:H7, Shigella); glanders (Burkholderia mallei); psittacosis (Chlamydia psittaci); Q fever (Coxiella burnetii); ricin toxin from Ricinus communis (castor beans); Staphyloccocal enterotoxin B (SEB); typhus fever (Rickettsia prowazekii); Viral encephalitis (alphaviruses [e.g., Venezuelan equine encephalitis, eastern equine encephalitis, western equine encephalitis]); water safety threats (e.g., Vibrio cholerae, Cryptosporidium parvum). Category C includes organisms that are the third highest priority agents. These are the emerging pathogens that can be engineered for mass dissemination in the future because of availability and ease of production and dissemination. They have the potential for high morbidity and mortality rates. The category C emerging infectious disease threats such as the Nipah virus and Hantavirus pose a major health impact (CDC 2002) .
Although the CDC category B agents include the water safety threat as Vibrio cholerae and Cryptosporidium parvum, Burrows and Renner (1999) provide information on biological agents that need to be considered when evaluating potable water for the military. In this publication, they include replicating agents and biotoxins that are considered water threats, probable, possible, or unlikely water threats, and whether they have been known, unknown, probably, or possibly weaponized, along with some other characteristics. Table 2 lists the replicating agents and biotoxins that are potential threats to potable water, and indicates which have been weaponized as reported by Burrows and Renner (1999) . Table 3 , which indicates potential threats to water supplies, has been prepared using multiple sources (Burrows and Renner 1999; CDC 2002; Daniels 1990; NRC 1995) . In a recent weekly bulletin, the FBI cautioned that terrorists might use two naturally occurring chemicals, nicotine and solanine, to poison food or water supplies. Nicotine is found in tobacco plants, and solanine in foods such as potatoes that are old or have been exposed to sunlight for a long time (Anderson 2003) .
The previous discussion relating to the potential chemical and biological threats against our troops in wartime and against the civilian population and infrastructure are those considered to be effective by inhalation exposures via gas, vapor, or aerosol dissemination. This type of dissemination can result in inhalation and dermal exposures. These same threats may or may not be applicable when it comes to contamination of our food and water supplies. To be an effective contaminant of our water supplies, factors such as solubility, stability, breakdown products, resistance to water treatment, and even weaponization must be considered. Some of these factors are discussed by Burrows and Renner (1999) . Contamination of our water supplies can result in human exposures via the oral, dermal, and inhalation routes. For example, drinking the water, and washing and cooking food in water can result in oral exposures, whereas bathing and showering can cause both dermal and inhalation exposures.
In 1995, the National Research Council (NRC) published guidelines for chemical warfare agents in military drinking water. These guidelines were based on Tri Service Standards (TSS) developed by the US Army in collaboration with the Lawrence Livermore National Laboratory (LLNL). These were developed as a defensive measure to protect the health and performance of US and North Atlantic Treaty Organization (NATO) military personnel in the event of a chemical attack (Dacre and Burrows 1998; Daniels 1990; Palmer 1990) . The army requested the NRC to addresss the toxicity of chemical warfare agents and the adequacy of the proposed TSS. The NRC Committee on Toxicology's review considered the TSS as "guidelines" for the levels that should not cause acute adverse health effects nor degradation of military performance following ingestion for 7 days of 5 or 15 L of water per day. Five liters per day is considered the average consumption for a soldier under normal working conditions, although under stress and exertion, consumption may rise to 15 L daily (NRC 1995) . These standards are presented in Table 4 . This table also includes standards suggested by Deininger (2000) for civilians whose average daily drinking water consumption is considered to be 2 L per day. Although the TSS for 2, 5, and 15 L of water consumption are direct linear extrapolations, oral toxicities for dilute solutions are generally considered more toxic because there is a greater surface area exposed for enhanced absorption. This dilution factor has not been considered, nor have the absorption, distribution, metabolism, and excretion (ADME) of the contaminants over the 7-day exposure period.
WHERE
Target sites are multiple and varied, and can include anything imaginable as well as the unimaginable. The most common targets include contamination of everyday requirements for sustenance of life and activities such as air, food, and water. Targets also include our infrastructure, transportation, historic landmarks, and sports and entertainment events. In the book The Cell, the authors state that the jihad manual that is distributed at al-Qaeda terrorist training camps describes strategies for visiting holy wars on Europe and the United States. These include picking sites with high human intensity, e.g., football stadiums or skyscrapers, and symbols of great sentimental value such as the Eiffel Tower and the Statue of Liberty. They also state in the manual not to settle for one strike at a time, but that four targets must be hit simultaneously-so that the government attacked will know that they are serious (Miller, Stone, and Mitchell 2002) .
WHO
More than 20 countries are working towards a chemical warfare capability because chemical warfare agents are relatively cheap and readily available. These include the blister, nerve, blood, and choking agents. It is estimated that more than 10 countries are developing a biological warfare capability, and at least 20 countries have delivery capabilities or are developing them. In his State of the Union speech, President George Bush in 2002 declared that North Korea, Iran, and Iraq constitute the "Axis of Evil." In a speech entitled " Beyond the Axis of Evil," US Undersecretary of State John Bolton included Cuba, Libya, and Syria along with North Korea, Iran, and Iraq as rogue states actively attempting to develop weapons of mass destruction (BBC 2002a (BBC , 2002b . Throughout history chemical and biological weapons have been used by politically motivated individuals or groups for purposes such as assassinations and to generate terror. The terrorist threat to the United States was recognized even before the 1990s and in January 1999, President Bill Clinton stated that the United States would be subject to a terrorist attack involving chemical or biological weapons within the next few years (Gurr and Cole 2000) . With the collapse of the cold war in which the Soviet Union attempted to expand communism and suppressed religious expression, ethnic and cultural conflicts arose from many smaller regional states. Thus it appeared that expansionist militant Islamic fundamentalism was replacing expansionist communism. The exponential rise in militant Islamic terrorism in the 1980s and 1990s directed against US targets served to confirm that Iran would attempt to export its revolution throughout the Gulf Region and the Middle East, thereby threatening US strategic interests such as the oil supplies and the stability of Israel (Gurr and Cole 2000) . These regional states sought weapons of mass destruction in pursuit of their regional ambitions and transnational threats involving terrorism, crime, and drugs. Many of these radical regimes in the developing world were profoundly anti-American and actively seeking to limit US influence in their regions. Thus they sponsor terrorism as a means of pursuing their foreign policy goals. The Dudley Knox Library of the Naval Postgraduate School Index of Terrorist groups lists approximately 100 terrorist organizations and provides profiles on these. Most prominent on the list are the militant Islamic fundamentalist terrorist groups. These include al-Aqsa Biyad, al-Fatah, al-Qaeda, Hamas, Hizballah, Popular Front for the Liberation of Palestine, Palestine Liberation Organization, and the Islamic Jihad. A more complete and updated list is available from the Terrorist Group Profiles, Index of Groups (NPS 2003) . In addition to al-Qaeda and other militant Islamic sleeper cells within the United States, there is also danger posed by eco-terrorists. The FBI defines eco-terrorism as the "use or threatened use of violence of a criminal nature against innocent victims or property by an environmentally oriented, sub-national group for environmentalpolitical reasons." James F. Jarboe, Domestic Terrorism Section Chief, Counterterrorism Division of the FBI, in his statement to a congressional subcommittee hearing on environmental terrorism on February 12, 2002, stated that we have witnessed dramatic changes in the nature of the terrorist threat. During the past several years, special interest extremisms as characterized by the Animal Liberation Front and the Earth Liberation Front have emerged as serious terrorist threats. These groups feel justified in taking violent steps to protect animals and the natural environment from further harm (Carnell 2002) .
HOW
President George W. Bush in his State of the Union address (29 January 2002) has addressed the issue of how we will respond to protect our population and infrastructure from, and prevent terrorism. He stated "the United States of America will not permit the world's most dangerous regimes to threaten us with the world's most destructive weapons. . . . . My budget nearly doubles funding for a sustained strategy of homeland security, focused on four key areas: bioterrorism, emergency response, airport and border security, and improved intelligence. We will develop vaccines to fight anthrax and other deadly diseases. We'll increase funding to help states and communities train and equip our heroic police and firefighters." This does not mean that efforts along these lines have not been ongoing in this country.
In 2002, the US Army ECBC, and its predecessor organizations, celebrated its 85th anniversary of providing chemical and biological solutions for chemical and biological (CB) defense. Many of these solutions can be considered as dual use and applied to the civilian sector. ECBC's mission includes contamination avoidance (detection), protection, and decontamination. Our scientists and engineers are engaged in CB warfare defense science, technology, development, and application so that the US armed forces have the best CB protective equipment in the world so that they can fight, survive, and win on a CB battlefield. The expertise and technologies are being leveraged to also protect our homeland. Some of the achievements of ECBC over the last 85 years will be highlighted in the next section.
Highlights of ECBC Accomplishments Since 1917
In 1917, following the German's first use of chlorine gas against allied troops, the War Gas Investigations was established at American University by the Bureau of Mines and President Wilson proclaimed the Gunpowder Neck in Maryland the first shell filling plant in the United States. In 1918, over 3 million improved gas masks were produced, and the US War Department created the Chemical Warfare Service (CWS) with the Research Division at American University. All of the chemical warfare functions were centralized at the Edgewood Arsenal in 1920, and included the Chemical School, the Research Division, and the Gas Mask Production. In 1929, a portable field laboratory (M1) was developed for frontline chemical analysis and it was standardized in 1936. The M1 mask was improved and standardized in the 1930s. In 1932 the M1 Collective Protection System for buildings and vehicles was also standardized. In 1938, the M1 decontaminant agent and sprayer were developed. The M1 stationary oil smoke generator, M5 and M6 liquid detector papers, M7 detector crayon, and the mustard agent vapor detector kit were developed in the 1940s. Also in the early 1940s, in collaboration with Walt Disney, a Mickey Mouse gas mask for children was developed. In the 1950s, mouth-to-mouth resuscitation was developed as therapy for nerve agent exposure, as was the support provided to academia for pulmonary mechanics and surfactant research. Also in the 1950s, chemical agent water test kits, food testing kits, and poison water testing kits were developed to detect arsenic, cyanide, mustard agents, nerve agents, and heavy metals. In the late 1950s, a biological agent sampling kit and an automatic G-agent detector and alarm were standardized. In 1958, the riot-control agent CS was also standardized. The decontaminating agent DS2 was developed in 1960. In the 1960s, 1970s, and 1980s, a portable automatic chemical agent alarm, a mobile smoke generator, a biological detector and warning system (BDWS), detector kits, and a chemical agent monitor (CAM) were developed and standardized. In 1990, a chemical treaty verification laboratory was established and for Operation Desert, Shield, the NBC reconnaissance system (Fox) and the M40 protective mask were fielded, and an emergency operations center was established. In 1993, we participated in the Spring Valley cleanup and standardized a motorized multispectral smoke obscuration system (Coyote) as well as a remote sensing chemical agent alarm system. We participated in the defense of the 1996 Olympic games in Atlanta, Georgia, by serving as Chair of the Pharmacy Committee for the Office of Emergency Preparedness/National Disaster Medical System. In 1996, the biological integrated detection system (BIDS) was standardized. As part of the Nunn-Lugar-Domenici Domestic Preparedness Program, ECBC trained over 28,000 first responders in 105 communities and conducted over 230 weapons of mass destruction (WMD) exercises. A Helpline and Hotline were established which were subsequently turned over to the FBI. As a follow up, an Installation Preparedness Program for military emergency responders was established, and a Technical Assistance Team and improved Rapid Response Program were developed. In the late 1990s, an alternative neutralization-based technology for the disposal of the chemical weapon stockpile was developed, as was a multiple enzyme-based decontamination system for nerve agent and organophosphorus pesticides developed. In 1999, a critical reagent repository was established at Edgewood to store and validate immunological and DNA-based biodetector reagents for Department of Defense (DOD). In that same year, we supported Operation Desert Thunder and developed and fielded Portal Shield, a biological detector network. In addition, we initiated a Joint Service Water Monitor Program. A biological attack warning system (BAWS) was developed in the year 2000, and a Joint Service Mask program was also initiated. In support of September 11, 2001, a biosafety level 3 (BL3) facility was established in our state-of-the-art Bernard McNamara Life Science Research Building, and an FBI mobile forensic laboratory was also established. In 2002, we again supported the Olympics with our mobile forensics lab and technical support (Coale 2002) .
SUMMARY
Issues in chemical and biological terrorism have been addressed at the 2002 American College of Toxicology Symposium in terms of When, What, How, and Who. These were presented in light of ECBC and its predecessor organizations' 85th anniversary of providing chemical and biological solutions to the war fighter, and the potential for dual use and application to the civilian sector. This presentation concluded with some significant highlights of ECBC's contributions over its 85 years in existence.
